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What is Quantum Computing?

Answer: The marriage of QM and Information Technologies
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The Superposition principle: Quantum systems can be in more than one 
state at once

The Uncertainty principle: Observing quantum systems cannot be done 
without perturbing them
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What is a qubit
A classical bit
Example: light bulb on/off

In a standard Von Neumann processor, you get
One set of states per clock tick

A quantum bit
Example: light bulb is on AND off simultaneously

A quantum computer can be in 2N states at the 
same time!
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Why quantum computers?

ÅAlgorithms that are more 
efficient for certain types 
of problems

ÅSocietal impact on 
problems 

IBM Research
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State of the art 
Qubits: From 0 to a dozen

Control accuracy: From 0.90  to 0.99999
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Short-term 
Roadmap for the coming 5 years

ÅIon trap 

ÅSuperconducting

ÅAtom

ÅSpins

ÅNV centers 

IBM
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The future?
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No longer a thought-ŜȄǇŜǊƛƳŜƴǘΧ

Working quantum 
computers exist 
today!

Raymond LaFlamme, 
Scientific Director of 
the  Institute for 
Quantum Computing 
with an early 
superconducting 
qubit machine cooled 
by a dilution 
refrigerator to about 
0.030 Kelvin



Impact of quantum computing on 
information security?

Å Cryptography relies upon the premise that certain types of problems 
are impossible for computers to efficiently solve

ÅvǳŀƴǘǳƳ ŎƻƳǇǳǘƛƴƎ ŎƘŀƭƭŜƴƎŜǎ ƻǳǊ ƴƻǘƛƻƴ ƻŦ άƛƳǇƻǎǎƛōƭŜΣέ ōŜŎŀǳǎŜ 
certain types of hard problems become trivial:

Integer factorization
Discrete logarithms 

Å Some of the most widely-deployed cryptosystems in security products 
today include:

Rivest-Shamir-Adelman (RSA) 
Elliptic Curve cryptography (ECC)
Diffie-Hellman key generation 

Å All of these cryptosystems will be broken by quantum algorithms.
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Just making the key-length greater is 
inappropriate ςfor a number of reasons
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