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What Is Quantum Computin®g

Answer: The marriage of QM and Information Technologi
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The size of transistors is decreasing rapidly,
around 2020 they will be of atomic size.

The size of Energy
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The Superposition principle:Quantum systems can be in more than one
state at once
The Uncertainty principle:  Observing quantum systems cannot be done
’ without perturbing them



What is agubit

A classical bit
Example: light bulb on/off

In a standard Von Neumann processor, you get

One set of states per clock tick

o 0

A quantum bit
Example: light bulb is on AND off simultaneously

A gquantum computer can be irV'3tates at the

same time!
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Why gquantum computers?

A Algorithms that are more T —
. . . Impact on applications and industries
efficient for certain types e
of problems
. . QOpnmumton
A Societal impact on
problems

What Can A Quantum
Computer Do Better?

IBM Research



Number of Qubits

State of the art

Qubits From O to a dozen
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Control accuracy: From 0.90 to 0.99999

Table 1| Current performance of various qubits

Type of qubit T Benchmarking (%)  References
One qubit Two qubits

Infrared photon 0.1ms 0016 1 20

Trapped ion 15s 0.48' 0.7* 104-106

Trapped neutral atom 3s 5 107

Liquid molecule nuclear spins 25 001t 047" 108

e spinin GaAs quantum dot 3 ps 5 43,57

e spins bound to **P:%5S; 06s 5 49

2Si nuclear spins in 2%Si 25s 5 50

NV centre in diamond 2ms 2 5 60, 61, 65

Superconducting circuit 4ps 0.7 10* 73,79, 81, 109

Measured T, times are shown, except for photons where T is replaced by twice the hold-time
(comparable to T;) of a telecommunication-wavelength photon in fibre. Benchmarking values
show approximate error rates for single or multi-qubit gates. Values marked with asterisks are
found by quantum process or state tomography, and give the departure of the fidelity from

100%. Values marked with daggers are found with randomized benchmarking

"% Other values

are rough experimental gate error estimates. In the case of photons, two-qubit gates fail
frequently but success is heralded; error rates shown are conditional on a heralded success.

NV, nitrogen vacancy.



Shortterm
Roadmap for the comingyears

Alon trap

A Superconducting

A Atom

A Spins

ANV centers
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NIST The future?

NISTIR 8105
DRAFT

Report on Post-Quantum Cryptography
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This puisionis valble e of e Cryptography Today

In the current global environment, rapid and secure information sharing is important to protect our Nation, its citizens and its
ﬁlf_f GD"J.UK interests. Strong cryptographic algorithms and secure protocol standards are vital tools that contribute to our national security

Q BITENedl  and help address the ubiquitous need for secure, interoperable communications.
Policies

Currently, Suite B cryptographic algorithms are specified by the National Institute of Standards and Technology (NIST) and are

used by NSA's Information Assurance Directorate in solutions approved for protecting classified and unclassified National Security
Systems (NSS). Below, we announce preliminary plans for transitioning to quantum resistant algorithms.

Press release

£204 million fund for UK universities
to train future science leaders and
boost quantum research

THE GUANTUM LLAP
From: Department for Business. Innovation & Skills a

First published: 1 March 2016

Part of Higher education participation and Access to i

The development of sta icant resources
to analyze candidate qu lic engagement
| to assure trust in the alg Google Quantum A.l. Lab Team @ s of quantum
= computing and quanfuni-resisiant Cryplograpiy nds recenuy mcreaseq, aue 1o milestones in the
MR (cvelopment of quantum computing hardware and the NSA’s recent changes to its Suite B

. 0 guidance [19]. This provides an opportunity for engagement with the research community that
may not come again before practical quantum computing is truly imminent. Consequently, NIST
is beginning fo prepare for the transition to quantum-resistant cryptography now.

Universities Minister announces over £2
and physical sciences.

IBMinfographic2016




No longer a thoughtS E LIS N Y

Working quantum
computers exist
today!

Raymond.aFlamme
Scientific Director of
the Institute for
Quantum Computing
with an early
superconducting
gubit machine cooled
by a dilution
refrigerator to about
0.030Kelvin




Impact of quantum computing on
Information security?

A Cryptography relies upon the premise that certain types of problem:
are impossible for computers to efficiently solve

Avdzr yidzy O2YLziAy3d OKIfftSy3asa 2
certain types of hard problems become trivial:
Integer factorization
Discrete logarithms

A Some of the most widelgeployed cryptosystems in security product
today include:
RivestShamirAdelman (RSA)
Elliptic Curve cryptography (ECC)
Diffie-Hellman key generation

A All of these cryptosystems will be broken by quantum algorithms.



Just making the keyength greater is
Inappropriate ¢ for a number of reasons



